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Executive Summary

Product and Goals

This report documents heuristic evaluation of viewtrust, an enterprise grade, cyber security and compliance solutions for
government and enterprise customers worldwide. The goals of this heuristic evaluation were to evaluate the usability of
viewtrust using a set of heuristics and disclose a prioritized list of issues to developers’ attention. The findings along with

the proposed Ul Solution will guide future changes in the software’s interface.

Methods

Researchers utilized Nielsen’s ten usability heuristics (Nielsen, 1994) to evaluate common tasks in viewtrust : Dashboard &
Homepage Section. Heuristic evaluation is done to find the usability issues and which heuristic violations occurred, then
rated each issue in terms of severity. Usability Analyst later consolidated and prioritized usability issues according to

severity.

Findings
This evaluation identified 41 usability issues in total. A proposed Solution is given in the presentation.



Methodology - Ten Usability Heuristics

Visibility of system status * Recognition rather than recall

* Match between system and the real world
* Flexibility and efficiency of use

* User control and freedom
* Aesthetic and minimalist design

* Consistency and standards
* Help users recognize, diagnose, and recover from errors

* Error prevention
* Help and documentation

* Recognition rather than recall



Heuristic Severity rating Scale

The following 0 to 4 rating scale has been used to rate the severity of usability problems:
0 =1 don't agree that this is a usability problem at all

1 = Cosmetic problem only: need not be fixed unless extra time is available on project

2 = Minor usability problem: fixing this should be given low priority

3 = Major usability problem: important to fix, so should be given high priority

4 = Usability catastrophe: imperative to fix this before product can be released




Login Page

‘Viewtrust

iyt Copyright © 2045 Virtustream Security ACE ! 2:6:0-1 | Build - 06052015

virtustream, Selutions 9 Forgot your Password?
All rights reserved New User Account Request

Limited Licenze Version - Expires on

6712016

Severity Rating Score:
3 = Major usability problem: important to fix, so should be given high priority

Consistency and standards

A. Mandatory Field are not clearly
defined

B. Forgot your password & New User
Account should be part of Login form

(Design is not as per general Form Design
pattern)

Severity Rating 3




Home Page

e . |§ https:10,12,233,199 ace/frinDefault.aspedmypisws=harme O~ 3 Cettificate error & || (2 Virtustrearn Secure Access S5L.. | (2 Viewtrust - ACE™ - Applica... | | Thh 57 603 conSistency a nd sta nda rds
Lugged as: [l]Ul]1 AU m Current Log in: T/320415 4:35:35 AM [10.13.2.133] Last Log in: 7/3/20415 3:34:25 AM [10.12.233.200] A. Diffe re nt CO I O|" fo r Sa m e b utto n type (G O
virtustrean F A ( 20 & Add New Case) & Go button show
S e [FA&A Details [Cases] >> My Active Case[s] View Other Case[s] [[=) Add New Case Page Size 20 | co | inactive cases
ABCDEFGHIJKLMNOPQRSTUVWXYZALL E ID Case Name B. Page size input box control Inconsistent

»  Asset Management size

. T5UsersAuditCase " | rd 7 & 7 . o o . .
» Audit Cases T 70 [SysomName  AS22] petve Annual - Annual - G c'.' E oL C. Inconsistent grid actionable items, icon +
[NIST (DHS) ] Phase LD
N EF02 text & Icons
- e Poeseln D. Inconsistent font color for different
»  Discussion Forum E“y Taske Page Size 20 ﬂ column items
> Reports H E. Spacing between Alphabetsis very less and
» My Account PALL-  Draft iy @id 222 e G G LS ] L Pria Y view BN no visible difference between Alphabets &
1 Open Assigned . .
’ ’ All items as Active
»  Collector . q
PALL- Draft/ TestSummary18 012712015 AUDT AUDT 147 » Al Not- .- ._‘l-'_\ggksub- F. TWO |OgOS on header IS COﬂfUSII"Ig,
Copyrignt 62015 | G 4 Open Assigned ' unwanted usage of space.
Vitistoam Seturly AT G. Footer should be in the Bottom of the
G. The content should be placed at e’ = page
the footer and not at this position as
. . it falls under the Menu section.
Severity Rating Score:
3 = Major usability problem: important to fix, so should be given high priority Severity Rating 2
2 = Minor usability problem: fixing this should be given low priority Aesthetic and Minimalist design

H. Header Font Color is not clearly visible

Severity Rating 3




Administration Page- Enterprise Setup

Q . |:§ hittpsi//10,12,233.199/3c e frrnDefault.aspuctrmyview=harme £ ~ @ Certificate error & H (& Virtustream Secure Access SSL.. | & Wiewtrust - ACE™ - Applica.., | | ) ‘:_;:f ‘:::’ o
Consistency and standards

Logged as: [AUO1] AUD1 AUD1 m Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200] ® Dashboard | @ Home | Logout | Feedback | About | Support | Help

File  Edit ‘“iew Favorites

. g = ACE™
virtustream. @ 26041 : : :
ol Viewtrust (05052015 A. Inconsistent tab size, confusing Tab
- - Enterprise :rprise Region Enterprise Location Enterprise Role Customer Setu User Accounts
~ Administration A g : L B ~ c 3 & C |
Enterprise Function Functional Head B naV'gat'On pattern olor
Enterprise Setup
Vulnerabilty Mamt Administration => Enterprise Setup >> Enterprise >> Enterprise Unit c Total Count:[29]  Status |Acl|ve v Page Size 20 . . . . .
Yulnerabiity Mgmt B. Button size is very small, padding within
Audit Cases n 2
Task Workflows the button is missing
Export & Import 1 VIS9BTBCSB-3  EUOY EUD1 Active Ptinum 4+ [+ Add | am p &
Standards L vEreAmsas  EUD - et A - .. ) > View o C. Breadcrumbs & Form Data grid, total no
Menu 3 VI22AE52386 EU03 EU03 Active Patinum ¢ F = &= e .
o N N P — am of. Result in same row.
»  Asset Management 4 VIDG0B5E4E-4 EUD4 EUD4 Active latinum e
5 VICEEF85B7-3 EU05 EU05 Active Plati 4+ [+ Add | [> View | o : : . . .
» Audit Cases - D. Inconsistent grid actionable items, icon +
6  VICCE328B61-5  EUDG EU06 Active Ptinum 4 F [+ Add | & &
v Tasks 7 VIABCBAGF9-3  EUOT EU07 Active Ptinum ¢ F L+ Add | > View o text & Icons
8  VIFFG08CB2-7  EUOS EU08 Active Platinum ¢ F = am &
+  Discussion Forum
9 VITOE61508-8 EU09 EU09 Active Platinum <+ [~ Add | arm o
» Reports 10 VI1B4989DD-5 EU10 EU10 Active Patinum ¢+ [~ Add | arm o
11 VIE15ET9EES  EUT1 EU11 Active Pitinum 4+ [+ Add | [> View | o
+ My Account
12 VIS502E93E8 EU12 EU12 Active Ptinum ¢ F [+ Add | [> View] &
»  Collector 13 VIACF7BBCES  EU13 EU13 Active Platium ¢ F [+ Add | > View] &
4V 13C-8 4 Active i 7+ [+ Add | > view|
Build - 06052015 14 VI01D6903C-8 EU14 EU1 Active Platinum ¥
Copyright @ 2015
Virtustream Security Solutions 15 VI28107389-8 EU15 EU15 Active Platinum s+ [~ Add | (> View O

Severity Rating 3

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority




Administration Page- Enterprise Setup

Logged as: [AUD] AUD AUDI = Current Log in: 732095 4:35:35 AM [10.93.2.433] Last Log in: TXH20M5 3:34:25 AM [10.12.233.200]

. iy
virtustream.

~ Administration

Enterprise Setup

Vulnerability Mgmt

Audit Cases
Task Workflows
Export & Import
Standards

Menu
v Asset Management

v Audit Cases

v Tasks ()
»

3 Discussion Forum Saving Enﬁéggzzgﬂit details...

+  Reports

v My Account
v Collector

Build - 06052015
Copyright © 2015
Virtustream Security Solutions

@ Dashboard| @ Home | Logout | Feedback | About | Support | Help

@Vlewtrust

ACE™
2,504
[06052015]

Consistency and standards

A. Add Enterprise Unit open additional
section in bottom of page, should be open
as popup. On low resolution page create
additional scroll on the page.

B. Inconsistent button design for Spellcheck,

Save & Cancel

Severity Rating 3

Severity Rating Score:
3 = Major usability problem: important to fix, so

should be given high priority



Administration Page- Enterprise Setup

[E=N I =<5

Q : |:§ https:/10.12.233.199 ace frmDefault. aspxfmywiew=home DO ~ & Certificate error € || (2 Virtustream Secure Access SSL.. | 2 Viewtrust - ACE™ - Applica... | | AR

Consistency and standards

File  Edit “iew Favorites Toaols  Help

Logged as: [AU01] AUD1 AU m Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200] @ Dashboard | © Home | Logout | Feedback | About | Support | Help
ACE™

. W z
virtustream Cewtrost 2

.6.0.1
6052015] A

Missing Label for view type (e.g Tree
m Enterprise Region Enterprise Location Enterprise Role Customer Setup User Accounts

~ Administration

Enterprise Unit Functional Head H
Enterprise Setup g B V|EW)

Vulnerability Mgmt Administration => Enterprise Setup >> Enterprise >> Enterprise Function Total Count:[1] Page Size 20
Audit Case;. Enterprise Unit : lm A IW B. Header (T'tle) |S M|SS|ng
N B
T Workflow . .
e | Expand | C. Add Enterprise Function form Error
Export & Import =-[testUl] - testUl
standards - Mltestul . .
Add Enterori : message space is not defined
Menu nterprise Function c
Abbreviation: . .
Asset I oo Function: D. Add Enterprise Function form should be
4 set Management Enterprise Function:
Parent Enterprise Function: I—v
»  Audit Cases BIA Category: [seteet ] - D open as popup
~
»  Tasks ED
»  Discussion Forum Severity Rating 3
»  Reports

» My Account
»  Collector

Build - 06052015
Copyright © 2015
Virtustream Security Solutions

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority




Administration Page- Enterprise — Functional head- Add user Account Detail

Q ‘ 22 hittp#//10,12.233.199/ace frmDefault a spxfmyvien=hame

B = B3 Certificate errar € || & virtustream Secure Aecess SSL.. | (2 Wiewtrust - ACE™ - Applica...
= = PP

: [AUD1] AUDT AUDT m

m Enterprise Region

~ Administration

Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200]

Enterprise Location

Enterprise Role

Customer Setup

User Accounts

@ Dashboard | © Home | Logout | Feedback | About | Support | Help

ACE™

@f\!lewtrust 0!

26.0.1
6052015]

Enterprise Setup

Vulnerability Mgmt
Audit Cases

Task Workflows
Export & Import
Standards

Menu
»  Assel Management
»  Audit Cases
»  Tasks
+  Discussion Forum
+»  Reports
» My Account
+  Collector

Build - 06052015
Copyright © 2015
Virtustream Security Solutions

a ACE™ - Add Users - Mfehpage Dialog

[EXE)

|:§ https:/¢10.12.233.199/ace/administration/DialogHelper.aspxfControlMame=.%2fcammaon2fucEmp.ascx@Title=Add + Users 2EmplD €3 Certificate error|

First Name
Middle Name
Last Name
Login ID
Password
Application Role

Enterprise Role

Enterprise Function
Functional head
Status

Security Question
Answer

Default Page

Add User Account Details

‘ Suffix
Email
Phone No
Fax No
Cellular

[-select - [~ Home Phene
Address1

—Select — v *

—Select— ~] Address2

~ < Select User —-| w | City

[actve [+] State

[-—Select Security Question— ] PostalCode
Country

flome [v] Grade

Y =2 ex=1 (B

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority

Error Presentation

A. Error/ mandatory fields, Message space
is not defined in popup.
B. Button size should be made bigger for

better user interaction

Consistency and standards

C. Popup should be as model popup so that

user cannot click any item behind the

popup

Severity Rating 3




.

a ACE™ - Search Users -- Webpage Dialog

=

2 https:/410.12.233.190/ac e fadministration/DialogHelper.aspxiControlMame=. % rammon®2fnucFarSearchlserasce@Title=! €3 Certificate ervor

Search Users

Last Mame

Application Role

Enterprise Function

First Mame
Email
Enterprise Unit | v
Total Count 1
testUl testU| testuii@abc . co.in

Severity Rating Score:

testU|

o
IManagementﬂ
|—-Select—- v
Page Size 20 ﬂ
testl| u
(]
Page Size 20 ﬂ

3 = Major usability problem: important to fix, so should be given high priority

Consistency and standards

A. Confusing Back button for closing the
window

B. Confusing Select button

Severity Rating 3



e : |:§ hittps:/f10.12.233.199  ace frrmDefaultas pefryview=horme

File

Administration Page- Enterprise — Functional head

O ~ & Certificate errar & || (= Wirtustrearn Secure Access 550, | (2 Wiewtrust - ACE™ - Applica.., | |

E=3 =N

=% Aesthetic and Minimalist Design

Edit ‘iew Favorites Tools  Help

Legged as: [AUD1] AUOT AU =

virtustream.

> Administration

Enterprise Setup
Vulnerability Mgmt
Audit Cases

Task Workflows
Export & Import
Standards

Menu

Asset Management

Audit Cases

Tasks

Discussion Forum

Reports

My Account

Collector

Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200]

Enterprise Region

Enterprise Unit

1

Record Saved...

Severity Rating Score:

Enterprise Location

Enterprise Role

Enterprise Function Functional Head

Administration >> Enterprise Setup >> Enterprise >> Functional Head

Enterprise Unit : I[testUI] testUl [v|
_nterprise Function : I[testl._ll] - testUl | v | fi=

testUl

C

testUl testUl testUl

® Dashboard | © Home | Logout | Feedback | About | Support | Help

Customer Setup User Accounts

testUltestUl_dObYV3dVAVEI*UWTFBVURJCMA

7

ACE™

2.6.0.1
6052015]

Add Functional Head Add Group

3 = Major usability problem: important to fix, so should be given high priority

A.

Enterprise Unit & Enterprise Function
dropdown should be in same row
Message should be displayed as popup
and different color should used for saving
data. Red color usually used for error
message.

Data grid row text item should be left

aligned

Severity Rating 3



Asset Management Page- Inventory

Logged as- [AUD1] AUD1 AUO1 = Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200] ® Dashboard | © Home | Logout | Feedback | About | Support | Help

ACE™ Consistency and standards

% 2601
@ Viewtrust [gg052015)

o . Enterprise Unit : |--A|l - v | Enterprise Function :|--AII— |v | = Asset Type: |Select | v | Asset Sub Type: |—A||--ﬂ . . .
> Administration ABCDEFGHIJKLMNOPQRSTUVWXYZALL Status: [Actve ~] D Rsset Name ] [“scarcn (i A. Inconsistent Button size & spacing

Ml 2](3]|4]|5]|6][7]|8][9][10

= Asset Manageme

between each button

Inventory |
, 0O 1 EU01 >> EFD1 East Virginia MSAssetD1 Software Database Active (3] *x o ) .
Add Inventory
, ) o N . ] . | *x o B. Disabled & Active Buttons should be
Vulnerability Manager | 2 EU02 == EF02 East Virginia MSAsset02 Software Database Active
3 08 Virai VSAssetl - Active x 0 . .
Systems [l 3 EUDE == EF08 East Virginia MSAssetl3 Software Database Active hi . Shown |n D|fferent CO|OI‘
0 4  EUDS>=EFO5 East Virginia MSAssel04 Software Database Active (] o
v Audit Cases - - _ . x @
5 EU10>>EF10 East v MSAssel05 Softw Datab Active ;
O . = Qs 2 T i i o C. Inconsistent space between form control.
»  Tasks O0 6  EUDG>=EFO3 East Virginia MSAssel06 Software Database Active (] = o
O 7  EUOT>=EFO7 East Virginia MSAssel07 Software Database Active (] x o Should use the available space for better
»  Discussion Forum O 8  EUIT>»EFI5 East Virginia MSAssel08 Software Database Active (] L
»  Reports 00 9  EU25>>EF25 East Virginia MSAsset09 Software Database Active a *x @ Ul.
O 10 EU11 == EF11 East Virginia MSAsset10 Software Database Active hi x o
» My Account O 11 EU16>>EF19 East Virginia MSAsset11 Software Database Active a8 x o D. Dropdown label missing
L Collector O 12 EU18>=EFIT East Virginia MSAsset12 Software Database Active (4] x o
O 13 EU09>> EF04 East Virginia MSAsset13 Software Database Active (] x o
Build - 06052015 00 14 EUD4>>EF04 East Virginia MSAsset14 Software Database Active & x o
Copyright © 2015
Virtustream Security Solutions OO0 15 EUD3>>EFO3 East Virginia MSAsset15 Software Database Active (] x o
O 16 EUl4>=EF16 East Virginia MSAsset16 Software Database Active & x o
O 17 EU19>>EF14 East Virginia MSAsset17 Software Database Active (] L
O 18 EU15>>EF18 East Virginia MSAsset1s Software Database Active (] x o
. . _ - - x @
[ 19 EU13 == EF12 East Virginia MSAsset19 Software Database Active hi S Q Q 3
- everity Rating
[ 20 EU12 == EF13 East \Aeainia MSAsset20 Software Database Active hi
B A Eiz]3]|2]|5]8]|7]/8]|9]| 10
Permanent Delete Page Size 20
Update Asset Sub Type: |~sseci-[v] I oo | pemancnioe [xw export ]| XL mport | Ada Asset
pdate Asset Sub Type: [-Seiect-[v| — = Expol =

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority




Asset Management Page- Inventory

Logged as: [AUDMM] AU AUM =

»  Administration

~ Asset Management

Inventory
Add Inventory
Vulnerability Manager

Systems
»  Audit Cases
»  Tasks
»  Discussion Forum
+  Reporis
» My Account
»  Collector

Build - 06052015
Copyright © 2015

Virtustream Security Solutions

Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in: 7/3/2015 3:34:25 AM [10.12.233.200]

testUl
Enterprise Unit

[testUl] :testUl  [w]| *
[testun - testui[v] * (L T[= F

Asset Details (General):
Asset Name testUl

Asset Type | v o

Enterprise Function

Network Opportunity I—Select— v

@ Dashboard | © Home | Logout | Feedback | About | Support | Help
ACE™

3 2601
Viewtrust [36052015)
E )

[Managed Asset]

Asset Category - Select — v
Asset Sub Type Desktop V] =
F=

Asset Tag VI147TF3C8-2010 Asset |dentifier Data Source Type Manually added
Bar Code BIOS Serial No# Motherboard Serial No#
Description Comments
Continent [Morth America [+ ] Longitude
Country |United States v State
Latitude PostalCode
Region [East [v] <X Location [Virginia T~] = X
Status Active v Waiver O
VM Name WM Data Center
VM Cluster VM Resource Pool
VM Image Id
Wendor Product Version
Update Edition Language
Confidentiality Integrity Availability Asset Value Impact Likelihood Residual Risk Value Cc
v 9] v & [ow [~ 1 v & [ow ¥ 2
Asset Score 20.00

Created by: AU01 AUO1 On 7/3/2015 4:54:29 AM

Record Saved... A

B Updated by: AU01 AUO01 On 7/3/2015 4:54:29 AM

B £ £ I .

D

Consistency and standards

A. Message should be displayed on top of
page orin popup

B. Created & Updated By information should
be shown separately from Input form

C. Group Header should be shown distinctly
by putting background color

D. Actionable Button should be visible in
similar patter (Text, lcon with Text or Icon)

E. Confusing Back button

F. Unclear button

Severity Rating 3

Severity Rating Score:

3 = Major usability problem: important to fix, so

should be given high priority




Administration — Enterprise Setup- Add User

e |§ https:i/710.12.233.199/ace/frrmDefault.aspxirmaview=horme D~ 63 Certificate error & || @ Wirtustream Secure Access SSL... | @ Viewtrust - ACE™ - Applica... | ‘ "o £53 Visi b i I ity of syste m statu s

Logged as: [AUD1] AUD1 AUO T m Current Log in: 7/3/2015 4:35:35 AM [10.13.2.133] Last Log in- 7/3/2015 3:34:25 AM [10.12.233.200]

. [T
virtustream

® Dashboard | © Home | Logout | Feedback | About | Suppert | Help

ACE™

7 26.0.1
«-'Vlewtrust [06052015]

A. Navigation/ Breadcrumbs is missing.

_ Adminstation £\ Imported Users from Excel Sheet/ CSV File - Account Details A Sample Excel Sheet Sample CSV File AT ~ Syste m does not inform which page is
Application Role —Select Role— [v]= Enterprise Function —Select— [v]=
Enterprise Setu| -
4 g Enterprise Role —Select— v | Functional Head ~Select User | v] |Oa d ed
Vulnerability Mgmt
Total Count:[33 ize 20
Audil Cases 13359 agsSis = . .
Task Workfiows ABCDEFGHIJKLMNOPQRSTUVWXYZALL First Name Last Name Seve r|ty Rat' ng 3
Export & Import n 2ll3llals
Standards 2 ACE™ - Users -- Webpage Dialog @
Menu O ‘:g) https:/10.12.233.199/ace fadministration/DialogHelperasp @ Certificate errnr|
O 25LKIMU1380 25LKIMU1380@abc gov.in . . . . .
N [ T AT Aesthetic and minimalist design
[0  25LKIMU1382 or GV and TXT) 25LKIMU1382@at
MU1382 2 MU1382@abc.gov.in
»  Audit Cases Sheet Name B Sheet1
O 25LKIMU1383 25LKIMU1383@abc gov.in
T Upload
3 as BT 14 -
0 25LKIMU1384 ——— 251 KIMU1384@abc gov.in .
(Upled Pl B. Note/ Instruction should be shown
»  Discussion Forum [0 25LKIMU1385 25LKIMU1385@abc gov.in
O 2Lkt 25LKIMU1366@sbe govin separately in light font tone
»  Reports
00 25LKIMU1387 251 KIMU1387@abc gov.in
» My Account O 25LKIMU1338 25LKIMU1388@abc.gov.in
O 25LKIMU1389 25LKIMU1389@abc gov.in
»  Collector
0 25LKIMU1330 25LKIMU1390 Mngt User 25L KIMU1390@abc gov.in S . t R t. 2
Build - 06052015 [0 25LKIMU1391 25LKIMU1391 Mngt User 25LKIMU1391 @abc gov.in everi y atl ng
Copyright © 2015
Vi TS SR S O  25LKIMU1332 25LKIMU1392 Mngt User 25LKIMU1392@abc gov.in
00 25LKIMU1393 25LKIMU1393 Mngt User 25 KIMU1393@abc gov.in
0 25LKIMU1394 25LKIMU1394 Mngt User 25LKIMU1394@abc gov.in
M 25LKIMU1395 25LKIMU1395 Mnat User 25LKIMU1395@abe aov.in

Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority

2 = Minor usability problem: fixing this should be given low priority




Dashboard

- S
Q /[ @ hitps//10.12.233.199 ace ffrmDefault. sspadryvizw=dashboard AN ViSi bility Of system StatUS

File Edit “iew Favorites Tools  Help
® Dashboard | © Home | Logout | Feedback | About | Support | Help

inistrator] Administrator Virtustream m Current Log in: 7/3/2015 4:59:16 AM [10.13.2.133] Last Log in: 7/3/2015 1:59:45 AM [10.12.233.200]
ACE™
2.6.0.1 1
A. Dashboard page showing Homepage

£ = @ Certificate error & || (2 Wirtustrearn Secure Access S5, | (2 Wiewtrust - ACE™ - Applica... ‘

«:!'TVIGW'(fUSt [06052015]
R icon Selected

LULNEe TN ARA Types Systems POAMs  Tasks  Assets Enterprise 360° Risk View Reports Compliance View

EUnit : — Al - ] EFunction : Ihrﬁ System : [_ai_ ] m ~] E =

B My Audit Case[s] in progress P S 20 Seve rity Rati ng 3

My Audit Case[s] in progress

e & Consistency and Standards

0 page size 20 | B3 .
‘ B. Different Header Text color

70
Case Mo.

1 70 75UsersAuditCase

% Completion

System A&A Process Types

Severity Rating 2

0 - -[‘676] Urkprn:r
Severity Rating Score:

3 = Major usability problem: important to fix, so should be given high priority

2 = Minor usability problem: fixing this should be given low priority




Proposed Ul Solution




Proposed Ul Solution for Dashboard

Welcome - Note | Current Logged in time, Last Logged in Time

About | Feedback | Support | Help| Logout

Dashboard Home

System A&A Process Types

Audit Cases AZA Types Systems POAMMS Tasks Assets Enterprise 360 Reports Complaince
Risk View View
EUnit | Al v EFunctions | Al v Systems | Al v Al v | | 4 &=
My Audit Case(s) in Progress My Audit Case(s) in Progress
# Case Name Phase Eﬂtemﬂse Function Status % Completed
1 75Users Audit Annual  EF02 Active 0% @
- 2 75Users Audit  Annual  EF02 Active  50% @
3 75Users Audit  Annual  EF02 Active  T0% @
4 75Users Audit Annual  EF02 Active  100% @
5 75Users Audit  Annual  EF02 Active  40% @

System Audit Case(s) - IA Control Complaince Status

Footer Link




Proposed Ul Solution for Dashboard

—] Welcome - Note , Current Logged in time, Last Logged in Time About | Feedback | Support | Help| Logout

Dashboard Home

2 ‘ Eunit | Al v EFunctions | All v Systems | All v Al v O] ¢ =
Audit Cases
My Audit Case(s) in Progress My Audit Case(s) in Progress
# Case Name Phase Enterprise Function Status % Completed
1 75Users Audit  Annual  EF02 Active 0% @
2 75Users Audit  Annual  EF02 Active  50% @
3 75Users Audit  Annual  EF02 Active  70% @
4 75Users Audit Annual  EF02 Active  100% @
5 75Users Audit  Annual  EF02 Active  40% @
System A&A Process Types System Audit Case(s) - IA Control Complaince Status

N

Enterprise 360
Risk View

=

Reports

m —

Complaince View

Footer Link




Proposed Ul Solution for Home screen

T _— | Welcome - Note , Current Logged in time, Last Logged in Time About | Feedback | Support | Help| Logout

Dashhoard ' Home

Administration v
D Inactive [ID Case Name [Q]
®ShowAll O Alphabetically

My Active Case
# ID Audit Case Name Status Process RMF Steps Artifacts Tasks Audit IAC Team Copy Delete

Type Document Members
1 70 75lUsesAuditCase Active  Annual Annual Phase C} E%\ E '} il © (fl
[system Name: AS22)
[NISt DHS]
EF02
My Tasks
Task No. Status Task Description OpenDate Updated By PastDays Enterprise Assignedto Ardificts Add
Function Sub task
FALL-44 Draft/Open Test Summery 18 06/25/2015  AUOT AU 147 =p All Mot-Assigned ® E%‘ I—__,ﬂ
PALL-49 Draft/Open Test Summery 18 0e/272015 AU AUO1 All All Assigned
Footer Link




Conclusion

Usability Analyst yielded a large number of usability problems from the heuristic evaluation of Virtuetrust. The

Virtuetrust development group can use the list of usability issues, in order of severity, to guide the redesign of

the software’s interface.

Some of the findings are repetitive. Fixing those issue will help to sort out most of the issues in the application




System Usability Scale (SUS)

1. I think that | would like to use this application frequently

2. | found the application unnecessarily complex 2 3 4 1
3. I thought the application was easy to use 4 3 2 1
4. |1 think that | would need the support of a technical person to be able to use this 5 3 3 5
application

5. | found the various functions in this application were well integrated 3 2 3 2
6. | thought there was too much inconsistency in this application 4 1 2 3
7. 1 would imagine that most people would learn to use this application very quickly 3 2 3 2
8. | found the application very cumbersome to use 3 2 2 3
9. | felt very confident using the application 3 2 3 2

10. I needed to learn a lot of things before | could get going with the application

1 means they strongly disagree, 5 means they strongly agree, and 2 and 3 are somewhere in the middle

The Average SUS Score is considered to be 68.

This means that if your score is BELOW 68, then you’ve got work to do. If it’s around 68 then you’re doing OK, and if it’s high
above 68 then congratulations, your website/ application is delivering an excellent user experience; good job!
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